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    Viewstamped Replication

viewstamped_replication is a standalone, protocol-generic OTP application for
replicating deterministic state machines with Viewstamped Replication (VSR). It
does not depend on Concord. Concord depends on this application and uses it as
its only replicated engine.
Status
This application implements the pure protocol kernel, supervised replica
runtime, client sessions, normal operation, view changes, recovery, state
transfer, storage adapters, transport adapters, and telemetry emission. It is
the replication runtime for Concord 3.0.
The supported production profiles are fixed, explicitly configured groups of
one through six replicas. Current operational constraints are:
	fixed membership with no reconfiguration protocol;
	no automatic log-compaction or storage-retention policy;
	applied client results are retained without eviction, so deployments that
continually create new client identities need a future replicated
session-retirement policy to bound the durable client table;
	no storage-format migration between incompatible VSR releases;
	snapshots are explicit rather than managed by a production checkpoint
policy.

Fault and quorum model
VSR assumes crash failures, not Byzantine failures. A fixed, ordered
configuration contains one through six replicas and requires a strict majority
quorum of floor(n / 2) + 1. It tolerates floor((n - 1) / 2) crashed
replicas. Even-sized groups therefore have the same failure tolerance as the
preceding odd-sized group while requiring one additional quorum vote.
Membership is explicit and fixed. It is never inferred from connected
distributed Erlang nodes. The primary for a view is selected deterministically
from the view number and the ordered configuration.
Runtime and storage
The application supervisor owns a registry and a dynamic replica supervisor.
Multiple independent groups may run in one VM. Public entry points include:
ViewstampedReplication.start_replica(opts)
ViewstampedReplication.stop_replica(group_id, replica_id)
ViewstampedReplication.status(group_id, replica_id)
ViewstampedReplication.primary(group_id, replica_id)
ViewstampedReplication.snapshot(group_id, replica_id)
ViewstampedReplication.command(group_id, operation, client: client)
ViewstampedReplication.read(group_id, operation,
  replica_id: replica_id,
  replicas: members
)
ViewstampedReplication.Storage.Memory is volatile and intended for tests.
ViewstampedReplication.Storage.File provides a checksummed, fsynced WAL,
atomic checkpoints, configuration identity validation, and truncation of
incomplete version-two WAL tails whose length header is checksummed. Complete
corrupt records and ambiguous incomplete version-one records fail recovery
without modifying the WAL. A tail ending in a partial magic prefix, or in the
complete magic without a version byte, is treated as an incomplete append and
truncated. It does not yet provide an automatic compaction or retention policy.
WAL records and checkpoints have the same fixed 256 MiB ETF payload limit.
Oversized writes fail before changing the WAL or replacing a checkpoint, so
everything acknowledged to disk remains readable by recovery. State that grows
beyond one checkpoint record requires a future chunked snapshot format; the
adapter does not silently split or truncate it.
Writes default to version one for rollback compatibility. The file storage
option write_version controls both new WAL records and rewritten checkpoints.
Set write_version: 2 only after every deployment has passed the old-reader
rollback window. Once either a version-two WAL record or checkpoint exists,
setting write_version: 1 does not downgrade it, and opening that directory
with an older reader is unsafe. A later binary rollback requires restoring a
separately verified version-one-compatible backup; no automatic downgrade is
provided.
State transfer must persist the transferred snapshot together with its matching
hard state, log, commit/applied counters, and client table. A custom
ViewstampedReplication.Storage adapter must implement
install_snapshot_state/3 as one crash-atomic operation. The runtime returns
{:atomic_snapshot_state_install_not_supported, adapter} instead of attempting
a non-atomic fallback when that callback is absent.
ViewstampedReplication.Transport.Local routes through the local registry and
supports an injectable delivery function for deterministic fault tests.
ViewstampedReplication.Transport.Distribution routes only through explicit
endpoint maps; connected Erlang nodes are never treated as membership.
Architecture
The protocol core is pure and deterministic:
event + protocol state
        |
        v
ViewstampedReplication.Protocol.step/2
        |
        v
new protocol state + ordered effects
The protocol does not send messages, read clocks, schedule timers, access
storage, emit telemetry, or invoke the replicated state machine. The
supervised replica runtime interprets its ordered effects.
Replicated services implement ViewstampedReplication.StateMachine. Operations
must be deterministic and free of arbitrary external side effects.
Performance benchmark
Run the explicit local-memory benchmark to compare command throughput and
p50/p95/p99 latency across all supported cluster sizes:
mix do --app viewstamped_replication cmd mix test \
  test/performance/cluster_size_benchmark.exs --trace

The benchmark defaults to four concurrent clients with 100 commands per client
for each cluster size. Override the workload with
VSR_BENCHMARK_CLIENTS and VSR_BENCHMARK_OPERATIONS_PER_CLIENT. Optional
regression gates are available through VSR_BENCHMARK_MIN_OPS_PER_SECOND and
VSR_BENCHMARK_MAX_P99_US.
This benchmark uses in-memory storage and local transport so it measures the
protocol and OTP runtime rather than disk or network performance. Production
results must also be measured with the deployment's actual storage, network,
and hardware.
Terminology
This application uses the VSR terms primary, backup, replica,
view, view change, operation number, and commit number.
See the
Viewstamped Replication application ADR
for the architectural decision and scope.


  

    LICENSE


MIT License

Copyright (c) 2026 gsmlg-dev

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.
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Protocol-generic Viewstamped Replication runtime.
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          @spec primary(term(), term()) :: {:ok, term()} | {:error, :not_found}
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          @spec read(term(), term(), keyword()) :: {:ok, term()} | {:error, term()}


      


Executes a linearizable state-machine read without appending to the VSR log.
The current primary confirms its view with a quorum before evaluating the
read. Singleton groups satisfy that quorum locally.
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          @spec snapshot(term(), term()) :: :ok | {:error, term()}


      



  



  
    
      
    
    
      start_replica(opts)



        
          
        

    

  


  

      

          @spec start_replica(keyword()) :: {:ok, pid()} | {:error, term()}
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          @spec status(term(), term()) :: {:ok, map()} | {:error, :not_found}
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          @spec stop_replica(term(), term()) :: :ok | {:error, :not_found}
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Protocol metadata supplied to the deterministic state machine.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ViewstampedReplication.ApplyMetadata{
  client_id: term(),
  entry_metadata: map(),
  group_id: term(),
  op_number: pos_integer(),
  request_number: non_neg_integer(),
  view_number: non_neg_integer()
}
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Stateful VSR client session with monotonic request numbers and retries.
A session permits one outstanding command. Keeping the process alive keeps
its client identity and request sequence stable across replica failover.
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        Returns a specification to start this module under a supervisor.
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Returns a specification to start this module under a supervisor.
See Supervisor.
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          @spec command(pid(), term(), keyword()) :: {:ok, term()} | {:error, term()}
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          @spec status(pid()) :: map()


      



  


        

      


  

    
ViewstampedReplication.Configuration 
    



      
An explicit, ordered, fixed-membership VSR configuration.
Membership order is significant: it determines the primary for each view and
is included in the configuration hash.
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          @type t() :: %ViewstampedReplication.Configuration{
  group_id: term(),
  members: [ViewstampedReplication.Member.t()],
  replica_id: ViewstampedReplication.Member.id()
}
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          @spec hash_hex(t()) :: String.t()
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          @spec member_count(t()) :: pos_integer()
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          @spec new(keyword() | map()) :: {:ok, t()} | {:error, term()}
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          @spec new!(keyword() | map()) :: t()
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          @spec primary_id(t(), non_neg_integer()) :: ViewstampedReplication.Member.id()
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          @spec validate(t()) :: {:ok, t()} | {:error, term()}
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An immutable, contiguous VSR operation log.
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          @type t() :: %ViewstampedReplication.Log{
  base_op_number: non_neg_integer(),
  entries: [ViewstampedReplication.LogEntry.t()]
}
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          @spec append(t(), ViewstampedReplication.LogEntry.t()) ::
  {:ok, t()} | {:error, term()}


      



  



  
    
      
    
    
      append!(log, entry)



        
          
        

    

  


  

      

          @spec append!(t(), ViewstampedReplication.LogEntry.t()) :: t()
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          @spec compact(t(), non_neg_integer()) :: {:ok, t()} | {:error, term()}
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  {:ok, ViewstampedReplication.LogEntry.t()} | :compacted | :error
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          @spec last(t()) :: ViewstampedReplication.LogEntry.t() | nil
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          @spec new(non_neg_integer(), [ViewstampedReplication.LogEntry.t()]) ::
  {:ok, t()} | {:error, term()}


      



  



  
    
      
    
    
      suffix(log, after_op_number)



        
          
        

    

  


  

      

          @spec suffix(t(), non_neg_integer()) :: [ViewstampedReplication.LogEntry.t()]
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          @spec truncate_suffix(t(), non_neg_integer()) :: t()
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A client operation at a stable position in the replicated log.
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          @type t() :: %ViewstampedReplication.LogEntry{
  client_id: term(),
  metadata: map(),
  op_number: pos_integer(),
  operation: term(),
  request_number: non_neg_integer(),
  view_number: non_neg_integer()
}
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A replica in an ordered VSR configuration.
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          @type endpoint() :: term()
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          @type t() :: %ViewstampedReplication.Member{endpoint: endpoint(), id: id()}
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Pure Viewstamped Replication state transition kernel.
step/2 contains no process, clock, storage, transport, telemetry, or state
machine calls. It describes all of those operations as ordered effects for a
runtime or deterministic simulator to interpret.
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          @spec assert_invariants!(ViewstampedReplication.Protocol.State.t()) ::
  ViewstampedReplication.Protocol.State.t()
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          @spec assert_transition!(
  ViewstampedReplication.Protocol.State.t(),
  ViewstampedReplication.Protocol.State.t()
) :: ViewstampedReplication.Protocol.State.t()
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          @spec step(
  ViewstampedReplication.Protocol.State.t(),
  ViewstampedReplication.Protocol.Event.t()
) ::
  {ViewstampedReplication.Protocol.State.t(),
   [ViewstampedReplication.Protocol.Effect.t()]}
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Ordered effects emitted by the pure protocol core.
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          @type t() ::
  {:send, replica_id :: term(), ViewstampedReplication.Protocol.Envelope.t()}
  | {:broadcast, ViewstampedReplication.Protocol.Envelope.t()}
  | {:reply, client_route :: term(), ViewstampedReplication.Reply.t()}
  | {:read, client_route :: term(), operation :: term()}
  | {:read_reply, client_route :: term(), result :: term()}
  | {:persist, storage_operation :: term()}
  | {:apply, ViewstampedReplication.LogEntry.t()}
  | {:schedule_timer, timer_kind :: atom(), timeout(), timer_token :: term()}
  | {:cancel_timer, timer_kind :: atom()}
  | {:request_state_transfer, replica_id :: term(), Range.t()}
  | {:emit_telemetry, event_name :: [atom()], measurements :: map(),
     metadata :: map()}
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Versioned, group-scoped protocol message envelope.
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          @type t() :: %ViewstampedReplication.Protocol.Envelope{
  configuration_hash: binary() | nil,
  from: term(),
  group_id: term(),
  payload: term(),
  protocol_version: pos_integer()
}
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Events accepted by the pure protocol transition function.
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          @type client_route() :: term()
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          @type op_number() :: non_neg_integer()
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          @type recovered_state() :: term()
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          @type replica_id() :: term()
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          @type result() :: term()
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          @type t() ::
  {:client_request, client_route(), ViewstampedReplication.Request.t()}
  | {:read_request, client_route(), operation :: term()}
  | {:peer_message, replica_id(), ViewstampedReplication.Protocol.Envelope.t()}
  | {:timeout, timer_kind(), timer_token()}
  | {:state_machine_applied, op_number(), result()}
  | {:snapshot_completed, op_number(), snapshot :: term()}
  | {:storage_recovered, recovered_state()}
  | {:storage_failed, term()}
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          @type timer_kind() :: atom()
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Immutable state consumed and returned by the pure VSR protocol.
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          @type status() :: :normal | :view_change | :recovering
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          @type t() :: %ViewstampedReplication.Protocol.State{
  applied_number: non_neg_integer(),
  applying_number: pos_integer() | nil,
  client_table: map(),
  commit_number: non_neg_integer(),
  configuration: ViewstampedReplication.Configuration.t(),
  do_view_change_messages: map(),
  do_view_change_sent: MapSet.t(),
  group_id: term(),
  last_normal_view: non_neg_integer(),
  log: ViewstampedReplication.Log.t(),
  op_number: non_neg_integer(),
  pending_clients: map(),
  pending_reads: map(),
  prepare_acks: map(),
  read_sequence: non_neg_integer(),
  recovery_attempt: non_neg_integer(),
  recovery_nonce: term() | nil,
  recovery_responses: map(),
  replica_id: term(),
  snapshot: term() | nil,
  snapshot_op_number: non_neg_integer(),
  start_view_change_votes: map(),
  status: status(),
  timeouts: %{
    primary: non_neg_integer(),
    heartbeat: non_neg_integer(),
    read: non_neg_integer(),
    view_change: non_neg_integer(),
    recovery: non_neg_integer()
  },
  timer_sequence: non_neg_integer(),
  timer_tokens: map(),
  view_number: non_neg_integer()
}
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          @spec new(ViewstampedReplication.Configuration.t()) :: t()
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Supervised effect interpreter for one VSR replica.
The GenServer is the serialization boundary for protocol state. Storage and
transport adapters remain process-free and their state is owned here.
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        Returns a specification to start this module under a supervisor.
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      t()



        
          
        

    

  


  

      

          @type t() :: %ViewstampedReplication.Replica{
  bootstrap: term(),
  configuration: term(),
  durable_applied_number: term(),
  protocol_state: term(),
  state_machine: term(),
  state_machine_state: term(),
  storage: term(),
  storage_state: term(),
  timers: term(),
  transport: term(),
  transport_state: term()
}
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Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      deliver(group_id, replica_id, envelope)



        
          
        

    

  


  

      

          @spec deliver(term(), term(), ViewstampedReplication.Protocol.Envelope.t()) ::
  :ok | {:error, :not_found}


      



  



  
    
      
    
    
      primary(group_id, replica_id)



        
          
        

    

  


  

      

          @spec primary(term(), term()) :: {:ok, term()} | {:error, :not_found}


      



  



    

  
    
      
    
    
      read(replica, operation, opts \\ [])



        
          
        

    

  


  

      

          @spec read(pid() | term(), term(), keyword()) :: {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      snapshot(group_id, replica_id)



        
          
        

    

  


  

      

          @spec snapshot(term(), term()) :: :ok | {:error, term()}
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      status(group_id, replica_id)



        
          
        

    

  


  

      

          @spec status(term(), term()) :: {:ok, map()} | {:error, :not_found}


      



  



  
    
      
    
    
      submit(replica, route, request)



        
          
        

    

  


  

      

          @spec submit(pid() | term(), term(), ViewstampedReplication.Request.t()) :: :ok


      



  



  
    
      
    
    
      whereis(group_id, replica_id)



        
          
        

    

  


  

      

          @spec whereis(term(), term()) :: pid() | nil


      



  


        

      


  

    
ViewstampedReplication.Reply 
    



      
The cached result of an applied client request.
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          @type t() :: %ViewstampedReplication.Reply{
  client_id: term(),
  request_number: non_neg_integer(),
  result: term(),
  status: :ok | :error,
  view_number: non_neg_integer()
}


      



  


        

      


  

    
ViewstampedReplication.Request 
    



      
A client operation with a stable client identity and monotonic request number.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ViewstampedReplication.Request{
  client_id: term(),
  metadata: map(),
  operation: term(),
  request_number: non_neg_integer()
}


      



  


        

      


  

    
ViewstampedReplication.StateMachine behaviour
    



      
Contract for a deterministic service replicated by VSR.
The runtime invokes apply/3 only after an operation is committed and in
operation-number order. Implementations must return the same result and state
for the same metadata, operation, and prior state. They must not rely on
clocks, randomness, process identity, or external side effects.
Snapshots are state-machine-owned terms. Implementations should keep their
encoding stable or version snapshots explicitly.
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          @type operation() :: term()


      



  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() :: term()
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          @type snapshot() :: term()


      



  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: term()
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      apply(t, operation, state)



        
          
        

    

  


  

      

          @callback apply(ViewstampedReplication.ApplyMetadata.t(), operation(), state()) ::
  {result(), state()}


      



  



  
    
      
    
    
      init(keyword)



        
          
        

    

  


  

      

          @callback init(keyword()) :: state()


      



  



  
    
      
    
    
      read(t, operation, state)


        (optional)


        
          
        

    

  


  

      

          @callback read(ViewstampedReplication.ApplyMetadata.t(), operation(), state()) :: result()


      



  



  
    
      
    
    
      restore(snapshot)



        
          
        

    

  


  

      

          @callback restore(snapshot()) :: {:ok, state()} | {:error, term()}


      



  



  
    
      
    
    
      snapshot(state)



        
          
        

    

  


  

      

          @callback snapshot(state()) :: {:ok, snapshot()}


      



  


        

      


  

    
ViewstampedReplication.Storage behaviour
    



      
Durable-state adapter contract used by a replica runtime.
Adapter state is owned by the replica process. Mutating callbacks return the
updated adapter state so storage implementations do not need a process of
their own. install_snapshot_state/3 must make the transferred snapshot and
its matching protocol log, counters, and client table crash-atomic; exposing
either half independently can make a replica unrecoverable.
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      recovered_state()



        
          
        

    

  


  

      

          @type recovered_state() :: %{
  configuration_hash: binary(),
  replica_id: term(),
  hard_state: map(),
  log: ViewstampedReplication.Log.t(),
  commit_number: non_neg_integer(),
  applied_number: non_neg_integer(),
  snapshot: term() | nil,
  client_table: map()
}
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      append(term, arg2)



        
          
        

    

  


  

      

          @callback append(
  term(),
  ViewstampedReplication.LogEntry.t() | [ViewstampedReplication.LogEntry.t()]
) ::
  {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      close(term)



        
          
        

    

  


  

      

          @callback close(term()) :: :ok | {:error, term()}


      



  



  
    
      
    
    
      install_snapshot(term, term)



        
          
        

    

  


  

      

          @callback install_snapshot(term(), term()) :: {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      install_snapshot_state(term, term, map)



        
          
        

    

  


  

      

          @callback install_snapshot_state(term(), term(), map()) ::
  {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      install_state(term, map)



        
          
        

    

  


  

      

          @callback install_state(term(), map()) :: {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      open(keyword)



        
          
        

    

  


  

      

          @callback open(keyword()) :: {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      persist_hard_state(term, map)



        
          
        

    

  


  

      

          @callback persist_hard_state(term(), map()) :: {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      recover(term)



        
          
        

    

  


  

      

          @callback recover(term()) :: {:ok, recovered_state(), term()} | {:error, term()}


      



  



  
    
      
    
    
      set_applied(term, non_neg_integer, map)



        
          
        

    

  


  

      

          @callback set_applied(term(), non_neg_integer(), map()) ::
  {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      set_commit_number(term, non_neg_integer)



        
          
        

    

  


  

      

          @callback set_commit_number(term(), non_neg_integer()) :: {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      truncate_suffix(term, non_neg_integer)



        
          
        

    

  


  

      

          @callback truncate_suffix(term(), non_neg_integer()) :: {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      write_snapshot(term, term)



        
          
        

    

  


  

      

          @callback write_snapshot(term(), term()) :: {:ok, term()} | {:error, term()}
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      validate_recovered(recovered)



        
          
        

    

  


  

      

          @spec validate_recovered(term()) :: :ok | {:error, {:invalid_recovered_state, term()}}


      



  


        

      


  

    
ViewstampedReplication.Storage.File 
    



      
Checksummed write-ahead log and atomic checkpoint storage.
Recovery ignores WAL records already represented by the checkpoint. An
incomplete final version-two WAL record is truncated to the last checksummed
record. Complete records and ambiguous version-one tails that fail validation
cause recovery to fail without modifying the WAL. Records are local trusted
state: after their size and checksum are verified, ETF terms are decoded and
their WAL or checkpoint structure is validated before use. Startup fsyncs
every newly created directory entry and the WAL entry before the adapter can
acknowledge replicated writes. WAL records and checkpoints use the same fixed
256 MiB maximum ETF payload size for both writes and recovery.

      




  

    
ViewstampedReplication.Storage.Memory 
    



      
Volatile storage for protocol development and deterministic tests.

      




  

    
ViewstampedReplication.Telemetry 
    



      
Thin, optional-to-observe telemetry boundary for the runtime.
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      execute(event, measurements \\ %{}, metadata \\ %{})



        
          
        

    

  


  

      

          @spec execute([atom()], map(), map()) :: :ok


      



  



  
    
      
    
    
      span(event, metadata, function)



        
          
        

    

  


  

      

          @spec span([atom()], map(), (-> {term(), map()})) :: term()


      



  


        

      


  

    
ViewstampedReplication.Transport behaviour
    



      
Message delivery boundary for protocol envelopes.
Destinations are resolved only from the explicit configuration supplied to
the adapter. Transport reachability is never treated as VSR membership.
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          @callback send(
  transport_state :: term(),
  destination :: term(),
  ViewstampedReplication.Protocol.Envelope.t()
) :: :ok | {:error, term()}


      



  


        

      


  

    
ViewstampedReplication.Transport.Distribution 
    



      
Explicit distributed-Erlang endpoint delivery.
Endpoint maps are configuration, not discovery. This adapter never calls
Node.list/0 and does not infer membership from node connectivity.
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          @type endpoint() ::
  pid()
  | {atom(), node()}
  | node()
  | %{:node => node(), optional(:replica_id) => term()}
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          @type t() :: %ViewstampedReplication.Transport.Distribution{endpoints: map()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(opts)



        
          
        

    

  


  

      

          @spec new(keyword()) :: t()


      



  


        

      


  

    
ViewstampedReplication.Transport.Local 
    



      
Deterministic same-VM delivery through the VSR registry.
Tests may provide a :deliver function to queue, drop, duplicate, or delay
messages without changing the protocol runtime.
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          @type t() :: %ViewstampedReplication.Transport.Local{
  deliver: (pid(), term() -> :ok | {:error, term()}) | nil,
  endpoints: map(),
  registry: atom()
}
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          @spec new(keyword()) :: t()
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